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Acquire and Install Firefox

1. Open a web browser and connect to http://www.getfirefox.com

/= Firefox - Rediscover the Web - Windows Internet Explorer

_(&lx]
) ’
@\‘,/ v [ http:ffwn.mozilla. comfen-Us/firefox/ =] 4l x| [uive search e

) - B - v hPage v ((FTook v 7

Support Developers Blog About

W 4 Firefox - Rediscover the Web

mozil[a Products Add-ons

Home = Products

Firefox 2

The award-winning Web browser is now faster, more secure,
and fully customizable to your online life. With Firefox 2,
we've added powerful new features that make your online
experience even better.

2.0.0.4 for Windows, English (5.7MB)

Download Firefox - Free ’

System Reguirements - Release Notes - Other Systems & Languages

J Enjoy a Better Web Experience

Firefox 2 delivers helpful new features to make your online experience

et
.
more productive. 2007 - x
-
June 2007 October30, 2006  October 2006
o/ Stay Secure on the Web Firefox 2 Firefox 2 Editors' Choice
Firefox continues to lead the way in online security, and now includes
active protection from online scams to keep you safer.
. Special Editions
o/ Personalize Your Browser g S o
N/ Mozilla Firefox - eBay Edition
Choose from over a thousand useful add-ons that enhance Firefox. It's d Bea better bidder. Downfoad now,

easy to personalize Firefox to make it your own.
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[hetp: ffowwes mozilla, comfen-Lis{supportf [T T [ @ nternet [®i100% ~
2. Click on Download Firefox —Free

File Download - Security Warning x|

Do you want to run or zave this file?

MHame: Firefox Setup 2.0.004. exe
Type: application, 5, 73ME

From: Ftp-mozilla. netscape. com

Bun Save Cancel

|@J While files from the Intermet can be wseful, thiz file type can

potentially harm your computer. [F pou do not truzst the source, do not
run or save thiz software, What's the rigk?

3. Click Save on the Security Warning box


http://www.getfirefox.com/

savens 2 x|
Save I@Desktup 2 | s

My Documents [:\Documents and SektingsadminbniDeskhc
3 My Compuker

My Mebwork Places!

ty Documents

L
-

ky Computer

File narme: IFirefu:u:-: Setup 2.0.0.4.exe j Save I
Save as hpe: I,&.pplicatinn j Cancel |
E

4. Select ‘Desktop’ in the ‘Save in’ box on the ‘Save As’ window and click ‘Save’

=101 =]

o efoxFe205etup%e202.0.0,4, exe Fram wians . portal-ko-weh, de

EERNENENENEN

Estimated time left 3 sec {1.27MB of 5.73MBE copied)
Covenload Eo: Ci\Docum. . \Firefox Setup 2.0.0.4.exe
Transfer rate: 1.16MBE)5ec

[ Cloze this dialog box when download completes

Hpet [pen Ealder | Canicel I

5. Close your browser and double click on ‘Firefox Setup’ on your desktop




Open File - Security Warning E[

Do you want to run this file?

Mame: Firefox Setup 2.0.0.4.exe
Publizher: Mozilla Corporation

Type: Application

From: Ci\Documents and SetkingstadminbniDeskiop

il While files from the Intermet can be wzeful, thiz file tpe can
g potentially harm your computer. Only run software from publishers
youl frust, What's the risk?

6. Click ‘Run’ on the Security Warning box

% Mozilla Firefox Setup - | I:Ilﬂ

Waelcome to the Mozilla Firefox
Setup Wizard

This wizard will guide vou through the installakion of Mozila
Firefoo,

It is recommendead that vou close all other applications
before starting Setup. This will make it possible to update
relevant swstem Files without having bo rebook wour
compukter,

Click Mext ko conkinue,

Cancel |

7. Onthe ‘Mozilla Firefox Setup’ window click ‘Next’



& Mozilla Firefox Setup

=101 i

Licensze Agreement

Please review the license terms before installing Mozilla Firefoo.

Press Page Down bo see the rest of the agreement.

|I-IDZILLA FIREFOX EHD-USER S0FTWARE LICEHSE AGREEMEHT ﬂ
Version 2.0

A 3OURCE CODE WVERSICW OF CERTAIN FIREFOX BROWIER
FUNCTIOWALITY THAT YOU MAY U3E, MODIFY AND DISTRIEBUTE
I3 AVAILABLE TO YOU FREE-COF-CHARGE FROM

WWW.MOZILLA.ORG UNDER THE MOZILLA FUBLIC LICENSE and ;I

If wou accept the kerms of the agreement, seleck the First option below, You must accepk the
agreement to install Mozilla Firefox, Click Mext o conkinue,

% I accept the berms in Ethe License Sgreement:
" Idonot accepk the terms in the License &greement

< Back I fext = I Cancel

8. Select ‘l accept’ on the License Agreement and click ‘Next’

& Mozilla Firefox Setup

=101 i

Setup Type

Choose setup options

Choose the type of setup wou prefer, then click Mext.

Firefow will be installed with the most commaon options.
= Custam

You may choose individual options to be installed. Recommended For experienced
LsErs,

< Back I fext = I Cancel

9. Choose ‘Standard’ and click ‘Next’



& Mozilla Firefox Setup

Completing the Mozilla Firefox
Setup Wizard

Mozilla Firefox has been installed on wour computer,

Click Finish to close this wizard,

¥ Launch Mozilla Firefos: now

=101 i

= Back I Einish I

Cancel |

10. Click ‘Finish’

Default Browser

o Firefiox is not currently set as vour defaulk browser, Would wou like to make it yvour default browser?

i}
-
i’) [} Alwaws perform this check when starting Firefox, |

Yes

Mo

X

11. Decide if you want to use Firefox as your default browser and select Yes or No

12. This completes the download and install of Mozilla Firefox 2

Using Firefox for CNB Online Banking

1. Open Firefox and browse to http://www.cnbank.com



http://www.cnbank.com/

2.

¥ canandaigua National Bank & Trust - Canandaigua, NY - Rochester, NY Bank - Mozilla Firefox

File Edit View History Bookmarks Tools Help

@ x _/ X @ % | ‘m | [] http:fjwww.cnbank.comfwebsitehomepage. asp l v I > | " Google [\gJ
’ Getting Started E\—_—‘, Latest Headlines
VS
® Canandaigua National Bank & Trust
Personal Banking Business Banking Mortgage Insurance Wealth Strategies Online Banking
ComiEMETAbout Identity Theft?  orin enkns o
Canandaigua - 5 :
X - - User ID Idemo_user
, Personalize y o
Password I"““"““"“"""““"*"I
Enroll Learn More Security
CALL: (585) 394-4260 or
(800) 724-2621
E-MAIL:
9 Million Americans each year have their Identity Stolen* callcenter@cnbank.com
Quick Links
o Il 5.12%
Eranch Gfcss ah Learn how to minimize your risk. ® A1
15-Month CD Special
Personal Banking - learnm ore
Optimumn Checking
- : News & Events
Business Ba_nklng -
Deposit Options Enhanced Log-On Security for Onling Banking is now Live.
Wealth Strategies Click above for our online tutorial and FAQs.
Group 5
CNB in the News
CNC Stock June 25, 2007
Information
Optimurm Club Travel Introducing 2 NEW Benefits for
Info about our 2007 trips
EXTENDED BUSINESS HOURS DISCOUNT TRAVEL
for Canandaigua and Pittsford Branch air, hotel, car, vacation packages
QuickBooks Export
All CNB Online Banking users can download data in QuickBooks
FaraaE Optimum & e-ssentials Accounts
: go>
2007 Tax Planning Help
Complimentary Online Tax Planning Guide
CHNEB is opening a new branch in Henrietta
March 30, 2007
Locations | Jobs@CNBE | Privacy Policy | CNC Financials | Disclosures | Site Map | About Us | Contact Us | News | Home
Equal Housing Opportunity Lender =
Member FDIC
| Done #

In the Online Banking Login enter your User ID and Password




-J Sign-On Page - Mozilla Firefox

=1of x|

File Edit Wiew History Bookmarks Tools Help
Qﬁ - - @ ﬁ L https:)fenbsect  cnbank., com/CAM_40/Common) Signon/enter, asp & v | [ ' Google et

P Getting Started L:,' Latest Headlines

Canandaigua
National
Bank & Trust

Manage-Your-Financial-Accounts-Online

Authentication Factor Set-up Process Call (585)394 4260 ext. 0 for
s assistance.
Live Customer Service Support available Monday - Friday 8am - 6pm, Saturday 9am
- 1pm. If you are experiencing any difficulty afterhours, you have the option to click Why is Canandaigua
the "I will set this up later” link near the bottom of the page to move on without Hational Bank & Trust
setting up your questions during this session. To strengthen online banking security, an requesting additional
additional authentication factor has been added. In the next few steps we ask that you security information?
please set up three security questions and answers. Answers are not case sensitive
What does this process
entail?
10 £ Please choose a question from this list or create one to the right. j —_—
uestion —
When will | be asked to
— answer a security
Answer fquestion?
— - To which computeris)
) Please choose a question from this list or create one to the right, j should | install a Digital
2 Question show'c ” install a Uigital
Certificate?
Answer What is a Digital
Certificate?
) Please choose a guestion from this list or create one to the right. j What if | do not install the
3 Question Digital Certificate?
Answer Does each online banking
user, accessing from the
same computer, require a
unigque Digital Certificate?
Please provide an e-mail address below where a reset code will be . .
sent in the event you choose to reset your security questions and Why is Canandaigua
National Bank & Trust
answers, : i
. requesting additional
E-Mail Address security information?
It is our commitment to
ensure the safety of your
) . information. Passwords alone
If you are currently using a computer that you plan to normally use for online banking, you -
; ; 4 . 3 - are no longer a sufficient
can enable it for secure and convenient online banking with a Digital Certificate. Your Digital
. . . . . means of security to protect
Certificate will authenticate you and eliminate the need to answer a security question each - .
. against online fraud or theft of
time you access your account, We strongly recommend that you only enable computers
that you plan to normally use for online banking _persona! and account
! information.In addition, the
r Federal Financial Institutions
Erjable this computer with my Digital Certificate for future secure and conwvenient anling Examination Council (FFIEC)
banking. has also publizhed regulatary
guidance strongly urging all
finanrial inctitutinme to meauicdo LI
|Dune ‘ cnbsecl.cnbank.com % v

3. Select 3 questions and enter the appropriate answers
4. Enter an email address to receive reset codes at if necessary in the future



ign-On Page - Mozilla Firefox

=1of x|

File  Edit Bookmarks  Tools  Help
<-E| - ﬁ L https:)fenbsect  cnbank., com/CAM_40/Common) Signon/enter, asp & v | [ ' Google et
P Getting Started L:,' Latest Headlines

e e

entail? -l

Please choose a question from this list or create one to the right,

1 Question

ANSwWer

) Flease choose a question from this list or create one to the right. j
2 Question

ANswer

Flease choose a question from this list ar create one o the right. j

3 Question

ANSwer

Please provide an e-mail address below where a reset code will be
sent in the event you choose to reset your security questions and
answers.

E-Mail Address

If you are currently using a computer that you plan to normally use for online banking, you
can enable it for secure and convenient online banking with a Digital Certificate. Your Digital
Certificate will authenticate you and eliminate the need to answer a security question each
time you access your account. We strongly recommend that you only enable computers
that you plan to normally use for online banking.

7 Enable this computer with my Digital Certificate for future secure and convenient online
banking.

Continue with authentication process

I will set this up later

You have 64 days left to complete authentication factor setup process

When will | be asked to

answer a security
guestion?

To which computeris)

should | install a Digital
Certificate?

What is a Digital
Certificata?

What if | do not install the
Digital Certificate?

Does each online banking
user, accessing from the

same computer, require a
unigue Digital Certificate?

Why is Canandaigua -
National Bank & Trust
requesting additional
security information?

It is our cornmitrernt to
ensure the safety of your
inforrnation. Passwords alone
are no longer a sufficient
means of security to protect
against online fraud or theft of
personal and account
infarmation In addition, the
Federal Financial Institutions
Examination Council (FFIEC)
has alzo published regulatory
guidance strongly urging all
financial institutions to provide
an added layer of security for
online banking services.

What does this process
entail?

The process is simple. First,
provide us with your security
guestions and answers to be
used for verification in the
future, if necessary. Mext,
provide us with your e-mail
address. This will be used to
contact you in the event that
you need to reset your

KN

Done

cnbsecl.cnbank.com % v

10
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If you are currently using a computer that you plan to normally use for online banking, you
can enable it for secure and convenient online banking with a Digital Certificate. Your Digital
Certificate will authenticate you and eliminate the need to answer a security question each
time you access your account. We strongly recommend that you only enable computers
that you plan to normally use for online banking.

M:Enable this computer with my Digital Certificate for future secure and convenient online
banking.

@ Important Note!

Hational Bank & Trust
requesting additional
security information?

It is our commitment to
ensure the safety of your
information. Passwords alone
are no longer a sufficient
means of secunty to protect
against online fraud or theft of
personal and account
information.In addition, the

Upon clicking Continue, a "User Identification Request” may appear. Identify vourself by choasing Federal Financial Institutions

a certificate from the drop down box.,

If the "User Identification Request™ appears, select the certificate for the account you

are accessing and click OK to continue.

Continue with authentication process

I will set this up later

You have 64 days left to complete authentication factor setup process

Examination Council (FFIEC)
has also published regulatory
guidance strongly urging all
financial institutions 1o provide
an added layer of security far
online banking services

What does this process
entail?

The process is simple. First,
provide us with your security
guestions and answers to be
used for verification in the
future, if necessary. Next,
provide us with your e-mail
address. This will be used to
contact you in the event that
you need to reset your
security guestions and
answers. Finally, to register
yaur camputer, we strangly
encourage you to install a
digital certificate on your
computer(s) by selecting
"¥es. Install a Digital
Certificate on this computer
for secure and convenient
online banking."

When will | be asked to
answer a security
fuestion?

A security gquestion will be
required only when you are
accessing your accounts from
an unregistered computer.
This may occur when using a
public or infreguently used
computer or if you atternpt to

Vs Femunn e o dlnd in

KN

| Done

‘ cnbsecl.cnbank.com % v

5. Decide if you want to enable the computer with a digital certificate. Check or clear the box

appropriately. If you do not install the certificate you will be asked to answer one of the three

guestions on each subsequent log on to Online Banking. Certificate installation and

management is covered in the next section.

6. Click ‘Continue with authentication process’

7. This completes “Using Firefox for CNB Online Banking”

Certificate Management with Firefox

Installing a Digital Certificate
1. Logonto CNB Online Banking

11
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National Bank & Trust |

If you are currently using a computer that you plan to normally use for online banking, you
can enable it for secure and convenient online banking with a Digital Certificate. Your Digital
Certificate will authenticate you and eliminate the need to answer a security question each
time you access your account. We strongly recommend that you only enable computers
that you plan to normally use for online banking.

M:Enable this computer with my Digital Certificate for future secure and convenient online
banking.

@ Important Note!
Upon clicking Continue, a "User Identification Request” may appear. Identify yvourself by choosing
a certificate from the drop down box.,

If the "User Identification Request™ appears, select the certificate for the account you
are accessing and click OK to continue.

Continue with authentication process

I will set this up later

You have 64 days left to complete authentication factor setup process

requesting additional
security information?

It is our commitment to
ensure the safety of your
information. Passwords alone
are no longer a sufficient
means of secunty to protect
against online fraud or theft of
personal and account
information.In addition, the
Federal Financial Institutions
Examination Council (FFIEC)
has also published regulatory
guidance strongly urging all
financial institutions 1o provide
an added layer of security far
online banking services

What does this process
entail?

The process is simple. First,
provide us with your security
guestions and answers to be
used for verification in the
future, if necessary. Next,
provide us with your e-mail
address. This will be used to —
contact you in the event that
you need to reset your
security guestions and
answers. Finally, to register
yaur camputer, we strangly
encourage you to install a
digital certificate on your
computer(s) by selecting
"¥es. Install a Digital
Certificate on this computer
for secure and convenient
online banking."

When will | be asked to
answer a security
fuestion?

A security gquestion will be
required only when you are
accessing your accounts from
an unregistered computer.
This may occur when using a
public or infreguently used
computer or if you atternpt to

Vs Femunn e o dlnd in

KN

| Done

cnbsecl.cnbank.com % v

2. Check the box to “Enable this computer with my Digital Certificate”

12
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ComodoTF CLIENT CERTIFICATE SUBSCRIBER AGREEMEMT

ComwodoTF CLIENT CERTIFICATE SUBSCRIBER ALGREEMENT ﬂ
l.4pplication of Terms

1.1.The terms and conditions set out kelow, including sll applicable
schedules attached hereto (collectively, the "Agresment™), govern the
relationship between you (the "Subscriber"), Canandaigua National Bank
and Trust CAL ("3Jervice Provider™) and Comodo CA Ltd. ("Comwodo™) with

‘ respect ©oO any of the services described herein. In this Agreement,
"you™ and "your” refer to each Subscriber and ics agents, including
each person listed in your account information as being associated
with your account, and "we', "us" and "our" refer collectively to
Comodo and its parent and affilistes. This Agreement explains our
obligations to wou, and your obligations to us in relation to the
Comodo TF Client Certificate Zerwvice(s) (as defined herein) wyou
purchase.
1.2.By purchasing or otherwise applying for Comodo TF Client
Certificate Services, you agres to establish an account with us for
such services. Then you use your account or permit Someone slse to use
your account to purchase or otherwise acguire access to additional
Comodo service(s) or to modify or cancel your TF Client Certificate ‘:J

I agree  Submit |
—_— FDIC

Copyright © 2002,Canandaigua National Bank & Trust

LR

| Done

cnbsecl.cnbank.com % v

3. Review the agreement, check the “l agree” box and click ‘Submit’

13



Change Master Password |

& Master Password is used to protect sensitive information like site
passwards, IF wou create a Master Password wou will be asked to enter it
once per session when Firefox retrieves saved information protected by
khe passward,

Current passwiord; I frak set)

Enter new passwaord: I

Re-enter passward: I

~ Passward quality meter
I

Please make sure you remember the Master Password you
have set. If you forget your Master Password, you will be
unable ko access any of the information protected by it.

I, Cancel

4. You may be prompted to set up a Master Password. If this box opens you must enter a
password twice and click ‘OK’ to continue. You may select any password you want but you will
need to remember this password. It must be entered every time you access the Online Banking
Website or if you do not want to use a Master Password you can follow the instructions for
disabling it later in this section.

mert x|

P, Your personal certificate has been installed, %ou should keep a backup copy of this certificate.,

5. You should get a message that tells you that the personal certificate has been installed
6. This completes Installing a Digital Certificate

Disabling the Master Password
1. If you elect to disable Firefox’s Master Password Open Firefox and click Tools—>Options

14



options x|
L @ d @ | I% s

Main Tabs Content Feeds  Privacy | Security  Adwvanced

W arn me when sites try bo install add-ons Exceptions. .. |

¥ Tell me if the site I'm visiting is a suspected Forgery

% Check using a downloaded list of suspected sikes

" Check by asking IG.:..:.gle vI abiouk each site I wisit

~ Passwards
¥ Remember passwords for sites Exceptions. ..
[~ Use amaster password Zhange Master Password, .,

Show Passwords. ..

~ Warning Messages

Choose which warning messages you want o see while browsing the
web

Sekkings...

(] 4 Zancel Help

2. Click the Security button and clear the checkbox “Use a master password”
Firefox will prompt for the master password to disable it

4. |If you are unable to perform this procedure (the box is grayed out or you don’t remember the
password) you can enter chrome://pippki/content/resetpassword.xul in the Location Bar,
press Enter, then click "Reset" and that will erase the master password and all associated
passwords

5. This completes Disabling the Master Password

Setting up Firefox for Multiple Certificate Users

1. To allow more than one certificate to be used with Firefox, you must enable a prompt to select

the correct certificate to use
2. Open Firefox and click Tools—>Options

15



options
D @ B e & &

Main Tabs Content Feeds  Privacy  Security | Adwvanced

zeneral | Netwu:urkl Update Encryplion |

~ Protocals

¥ Use S5L3.0 ¥ useTLS 1.0

~ Certificates

When a web site requires a cerkificate:

" Seleck one automatically (s

‘Wiew Certificates Rewvocation Lists Yerification

Security Devices

(8].4

Zancel Help

Click on the Advanced Button
Click on the Encryption Tab

o vk w

Removing a Digital Certificate

Under ‘Certificates’ select ‘Ask me every time’ and click ‘OK’
This completes setting up Firefox for multiple certificate users

1. Toremove a certificate open Firefox and click Tools=>Options

16
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Main Tabs Conkent

2. Click on the Advanced button
3. Click ‘View Certificates’

R &1 &

Feeds Privacy  Security

17



3 Certificate Manager

Your Certificates | Other People's | Web Sites | futharities |

You have certificates from these organizations thak identify wouw:

=10 x|

Cettificate Marme | Security Device | Purposes | Setial Mumber | Expires On

[= Canandaigua Mat...

LR Snfhare Securi,,, Sign,Encrypt  00:ES:S4:B9:90,,, F/15/2003
;---CNB*******... Software Securi.,, Sign,Encrypt IR 1A246C: 7., 7122005
LB Sofhuare Sacur. . Sign,Encrypt  4808E: 74 7E:D,., F9)2005
Wit Backup Backup Al Impark Delete

(8]4

4. Highlight the certificate you wish to remove and click ‘Delete’
5. Click OK

6. This completes Removing a Digital Certificate

18



